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United States, are imprisoned for long periods without 
charges, without access to lawyers, and without trials, and 
some have been tortured, violating both national and 
international laws (Center for Constitutional Rights 
2013). The U.S. Supreme Court has ruled (2006 and 2008) 
that the U.S. administration violated the rights of these 
people (Global Security 2009). The Obama administration 
planned to shut down the Guantánamo Bay facility in 
2010, but that closure has not yet occurred, and as we 
write these words, 76 detainees remain at “Gitmo” 
(Human Rights First 2015; Savage and Erlanger 2015). 
Although countries may violate their own laws, it is diffi-
cult to prosecute when the guilty party is the government.

Bribery and corruption are the way of life in many gov-
ernments, businesses, and police forces. The percentage of 
citizens who said that they had paid a bribe to obtain ser-
vices is as high as 79% in Nigeria, 72% in Cambodia, and 
71% in Albania. The institutions perceived to be most 
affected by corruption globally include political parties, 
the police, the judiciary, legislatures, and business 
(Transparency International 2012). Figure 6.7 shows an 
index of the perception of corruption (from 1 to 10) in var-
ious countries around the world.

Thinking Sociologically
Sometimes, government officials and even heads of 
state are the perpetrators of crimes. When, if ever, is 
it justified for a government official to violate the law 
of the nation?

The forms of global corruption are too extensive to cat-
alog here, so we will settle for an illustration of one of the 
newest manifestations of global crime against people and 
property: cybercrime. Internet deviance or cyberspace 
crime is growing at an incredible rate. This new world of 
crime ranges from online identity theft and gambling to 

cybersex and pornography, to hate sites and stalking, to 
hacking into government and military files, to terrorist 
recruiting sites.

Corporations are finding it necessary to spend increas-
ing amounts of money on protecting themselves from 
cyberattacks but still often find themselves vulnerable. 
Since 2012, such attacks include the following:

•• Breach of Target’s computer system during the 
Christmas shopping season of 2013 that resulted 
in the theft of 40 million credit card numbers (and 
other personal information of customers)

•• Simultaneous infiltration of JPMorgan Chase and 
10 other financial firms that affected 83 million 
households and businesses

•• Attack against Adobe System’s security that 
resulted in hackers obtaining credit card informa-
tion from 2.9 million customers and passwords 
from 38 million users

•• Theft of the usernames and passwords of 50 million 
users of the LivingSocial site

•• Attack on Advocate Health Care’s computers, 
resulting in the theft of 4 million patient records

•• Various cyberattacks from China and Russia
•• North Korea’s attack against Sony Pictures after 

the release of the movie The Interview (Baker 2015; 
Goldstein, Perloth, and Sanger 2014; S. Kim 2014; 
M. Riley et al. 2014)

Law enforcement gridlock due to national and interna-
tional jurisdictional confusion impedes efforts to prevent 
such crime. For example, as many as five U.S. agencies can 
be involved in preventing financial fraud on the Internet, 
not to mention the state and local agencies that might play 
a role. If the fraud involves international cybercrime, the 
customs services and other branches of government also 

Table 6.1  Types of Terrorist Groups

Anarchist Some contemporary antiglobalization groups

State sponsored Hezbollah (Iran), Abu Nidal Organization (Syria)

Right wing Neo-Nazis, skinheads, White supremacists; paramilitary groups in Colombia

Left wing Revolutionary Armed Forces of Colombia (FARC); Revolutionary People’s Liberation Party-
Front, Turkey

Nationalist Irish Republican Army, Basque Fatherland and Liberty

Religious Al-Qaeda, Hamas, ISIS (Iraq and Syria), Aum Shinrikyo (Japan)

Sources: Rice (2013); Schmalleger (2006).


